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9.3 UDP(User Datagram Protocol)

9.4 TCP(Transmission Control Protocol)
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O 9.2: HEYIS O HES

D D Processes Processes D D

Interet

Domain of network-layer protocol

/ Domain of transport-layer protocol
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|91 2 EEMI(Port Number)
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%? Server
13
Application ‘ I ‘ I e
Destination port number
Transport Data selects the process
Destination IP address
selects the server

Data
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18 9.5: ICANN &<
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IP address Port number
200.23.56.8 69
200.23.56.8 69

Socket address
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I9.1. Hastet MaMH(Encapsulation & Decapsulation)
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Client Server
Application | Process D Process D Application
layer Message Message layer
| |
Transport F Payload > . Payload Transport
layer Packet : Packet layer
Header Logical channel Header

a. Encapsulation b. Decapsulation
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|9.1.4 C}3% 9 Sict3sH(Multiplexing & Demultiplexing)
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2 9.9: 7| (pushing) 22 B 7|(pulling)

; Flow control I

Producer
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I9.1.5 S EN°|(Flow Control)
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I§E7‘Il°l M3 (Handling Flow Control)
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02 9.10: M550 A =& H|0f

Sender Receiver
Application Producer Consumer Application
layer layer
" A
Messages Flow Requests E Messages
are pushed control : are pulled
4 Y
Transport Consumer Producer Transport
layer Producer Packets are pushed Consumer layer

. ]

Flow control
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I9.1.6 o8| (Error Control)
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2) £AEHY HE IS FAEST A MNF
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O 9.11: MES0H AL 2F X 0(error control)

Sender Recelver

Transport Packets Transport
layer layer

4 |: Error control I
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I 9.1.7 SENC% QEROle] H(Combination of Flow and Error Control)
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2 9.12: ¥A AHEl(circular format)2] =20| & &l & (sliding window)

seqNo of first
outstanding
packet

seqNo of next
packet to send

a. Four packets have been sent.

seqNo of first
outstanding
packet

[ —

Se—d———

Ty seqNo of next
packet to send

c. Seven packets have been sent;
window is full.

seqNo of first
outstanding
packet

seqNo of next
packet to send

b. Five packets have been sent.

seqNo of first

15 0 / outstanding
14 packet

7 w___ seqNo of next
packet to send
d. Packet O has been acknowledged:;
window slides.

* A2l A B2 (sequence number)= modulo 2m AFE: 0 - (2m-1) 7|
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12 9.13: A AHEl(linear format)2] E20|Y |1

c. Seven packets have been sent;
window 1s full.

d. Packet O has been acknowledged;
window slides.
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Client  Client transport Server transport  Server
process layer layer process
M 0
- - s e > 1| Packet 0 Message 0 g
Message 1 l :
: ----------- : Packet ]
+ Message 2 i T~ : |
o > 1| Packet 2 . Message2
_Message _1_ >
Message 2 is
delivered out
. . of order. . .
\ \ \ \
Time Time Time Time
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Client Client transport Server transport Server &P
process layer layer process

i Connection- : : :
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R >! | |
E E Connection E E
! ! establishment ! !
E Message 0O | : E
----------g ------ »Packet 0 | Message 0
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712! 9.16: FSM(finite state machine)2. 2 B El H|HZA{ N} HAZA_X| 2k AH|A

Note:

FSM for Established The colored
connectionless

transport layer Both ends are always arrow shows the

in the established state. startlng state.

KA connection-open A close-request \
request accepted W packet arrived from
from application. the other end.

Send an open request Send an ACK packet.
packet to the other end. |

Open-Wait-1 Closed-Wait-II

FSM for An ACK received 1 AnACK received
connection-oriented | from the other end. from the other end.
transport layer Do nothing. Do nothing.

1]
L)

Open-Wait-1I ‘ Close-Wait-I I

A connection-close
packet arrived from request accepted
the other end. from application.
Send an ACK packet. Established Send a close request

packet to the other end.

An open-request

Data transfer occurs
when both ends are in
\ the established state. /
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Ap‘;:;;“"n SMTP FTP || TELNET|| DNS SNMP | -« | DHCP
Transport SCTP TCP UDP
layer
Network IGMP ICMP o
layer ARP
Data-link
layer Underlying LAN or WAN
Physical technology
layer
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H 9.1: upr2tTcPO]l Olo AEE|= YE H LT ZEE

Port Protocol UDP TCP | SCTP Description

7 Echo \ \ \ Echoes back a received datagram

9 Discard \ \ \ Discards any datagram that is received
11 Users \ \ \ Active users

13 | Daytime v v \ Returns the date and the time

17 | Quote v v v Returns a quote of the day

19 | Chargen \ \ \ Returns a string of characters

20 | FTP-data v v File Transfer Protocol

21 | FTP-21 v v File Transfer Protocol

23 | TELNET V \ Terminal Network

25 | SMTP \ \ Simple Mail Transfer Protocol

53 | DNS \ \ \ Domain Name System

67 | DHCP \ \ \ Dynamic Host Configuration Protocol
69 | TFTP \ \ \ Trivial File Transfer Protocol

80 | HTTP \ \ Hypertext Transfer Protocol

111 | RPC \ \ \ Remote Procedure Call

123 | NTP \ v \ Network Time Protocol

161 SNMP- v Simple Network Management Protocol

server
162 | SNMP-client \ Simple Network Management Protocol
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9.3 UDP

» ASA HIOIHIE ZE=EZS(UDP, user
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datagram protocol)2 HIgHEO|W, MEYO
Qe M4 TZEZO|CG

UDP= R2E I S Higl ZE=M2 I

NS Msote A2 MRStz IP MH[2AO] 9f
Mot A F A B=H.
UDPt 18 Hl S°l &AHE & Z=MAE

Az MBoHIE JAot=T1? HEES T 2

2 882 M2 & AT HECIH.




§ A&7 HOIE JRA(user datagram)

m N8A H°|E{J&(user datagram)®|=td £
13} 2HIO|E(16H|E)Ql 47j2] HEZ DHEO]
HIO|E 3HE TR RACY,

m I 925 ASA HOEIB PN HoFT UL,

mANg § TCE J9N9 SNA| EE WTE Fosi,

A A TS SEO| GO|EE Gt AGA COjE ISl NA|
Lojg YHD, 16HEE MM O| 0KE 65536815 B
ot 4 Tt I3 sfLte| UDP ARt BIO|EIHL 65,535
HO|E9| F LO|Z WA= P E[O[EIEC] MFET MIo A
87 BO|EIZe F ol T Noo} B,

mOND BCE MES HABHES M%) Qe

G)0|E SN HELZ 6




72 9.18: AFEXLCIO|E{ O3 T3l YAl

8 to 65,535 bytes
8 bytes

-

——— Header

a. UDP user datagram

0 16 31

Source port number Destmation port number

Total length Checksum

b. Header format
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ajx 9.2

OZ2 16T 342 UDP 99 W8°lH.

CB84000D001C001C

cHA| XE Hos A0RIT}?

S5A| ZE Moo= AOOI?

A 8A HIOIE g2 FA| UCl= AOIITL?

Ho|52 d°l= ABRATN?

=CIUENN MHE Fot= TANT J2 BITHRI?
f. B210|E E2MAE BARATNY?

®o0 oM
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01 9.2 (A=)

Solution

a.HA XE B9= N BN 4”52 1684 (CB84),
Oz 28A] XE BH3o = 521002 20| StLt,

b.28A| XE HoEs= T BN 4A159 1681% (000D)g
Oz ZAMAl XE HIE= 132 209,

c.Ml Bim 4Ar=2] 16%814(001C),,= A UDP IjA<
2°|= 28HI°|Ex F2E L,

d.HI°H Z°l= A DA ZOIM oH2 ZOIE W A
Oz 28—8=20H°|E°|L},

e.ZMA| XE Ho= 13(& L8l EE)O|| WFof, Ij
A2 SYOIYNEN MH =2 FoiCi= A2 208t}

f.28CI2IE TZ=MAE= A[(Daytime)PIH(E 9.1 BZR).
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193.1 UDP At
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J9.3.1 UDP MHA

S A : 2A YIGE Bt HM

S ZTMO : UDPE HIYEY Z=EFCIDE ZX N9 E MFOIA %=C. UDPE
MEE TjACl AN AHAo|l HEQIY ZRE ME 4 A ISR, UDP
1 Qrje [ HC o9 CjsiAl MAIM 3o M&EE 28 ° NP2 Mg 2
E QRO A 2 2T A0

S MEad MSAMH (encapsulation & decapsulation)
St TEN AN TG T=NAE HAIAIE EUHT| 9{% upp Z2EES 2 HAIAIE Ma3}st
M Mo,

S 79Y(queuing): SHOIAE ACIEYN ID=ZMAT} AREH 2F HF(0S)°l EE
HOE Qjoih, A8 JB(implementation)2 ¥ ZENAS THE 240
(incoming)® 2AM(outgoing) HE(queue)E2 2F Moo o FE2 1t
DZNAS HHE M O Q0 AT,

o OFoet gissh TCP/IP EEEE NEZZ A= 2AE9 = UDPTF SfLE
QAT UDP MHIAE A8 E ZEMAE 93 Y £ A OIS 42 N
2517 93 UDP= ChEst R AntFofdtot,
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12 9.19: HAAFEH A At

ujo

913t o| ALl

32-bit source IP address

32-bit destination IP address

Pseudoheader

8-bit protocol 16-bit UDP total length

Source port address Destination port address
16 bits 16 bits
UDP total length Checksum
16 bits 16 bits

Header

Data
(Padding must be added to make /
the data a multiple of 16 bits)

=N\
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Example 9.3

HE hhe 9%°M aMe 2% °ff d°l JEE=T1?

a. LT dNRie EBOA Rz 2T,

b. ST MRS EEoHz BFU2L, &2 di°l
2% 194,

c. LT MRS EBOPIE ETJU2LH, B2
25 0°[t.

s
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X 9.3 (A=)

Solution
a. MESE HAE BLE2 4] RE: 091N HArEOl HMIAl SBE

>

MITE 8O 22 (complement)E
Lt S0 ME MO OA Bt . o2
of MEE di2 BF 19|, F N He FA2 gHo FE
B ZoZ 5T Qo s

-

> -0 O 6|->

c.old ¥%F2 & Wil X
HEo B3 EYSIA]

= 205 Bt 02 275N QAL
SN 2E EEE 0° ofd & N
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J9.3.2 UDP 8%

mHS UDP= M=[¥ A
H z2 e oS4k o

MIEIT,

mO|§E U MHAL HOISY £ QiHLp T MIEA o= H
A8 BME U 4 Y| HEo)

m 002 $8 MWAE NEO| D o) ErEE Lt L

mOIS SN, 9= ANWTOIN B 253 ASEO| 1Y b
50| 32 HSECH M HMCH= X UM QUCH HE S by

Qo D& NI BE et FEOIN @, o5 LR
FE0IC o[ Aol MEjo] Tosjrt
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g% 9.4

G)0|E SN HELZ 6

DNS(Domain Name System)QI B %EPIEE-MI#

8= ZHCIAET &2 245 MY HEStd MY

D HE MO QoCho HiO[O} oF I Qo Ao 0I'I| I 29

UDP MHIAZ ASSHH.

Q79 a'é*.‘_’ T4 1S ARSAF BICIEIE HR S,
ot B¥2= Al 1 HAIANE L2 BEC, HH
=2 S9° ITr"i OtH L,

EEPI E Z2 MHE= HAIATE &M RelY BEEE
Az B 13t7‘l E’éEEI.




ajx 9.5

o« MARMO| AtESt= SMTP(Simple Mail Transfer Protocol)?t &

o S2o|E-N §82

J¥E Egote A {ARTH HARIS

HAS A8Z 5 b

oot $.80| UDPE MSSIE HAR|S

Eg ¥ 4

ArSAETE 2EOIHO (M

O N (0]
y O o-I, g:

ME&oH TW=l UbP AN

eHiil AFSAF HICIE 1O
8o, HANAlE &8° 2®l HE ° el MA3A

O|HIZ2= ESTCF Btht, O F¢, HYE MHLAT ZHIS

SN A Lt

NS HO[E[IZS ANO| HojLt EAT 4
AN HolLt MEE 2 UATH O|H HIME
E NMadls §8 D21 YPiME DS
oic,

SMTPOIM AR F31E, BE SES 1
o3t SEE QA QL)) RS
FIN E4°| SMTPIINE & 2N
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gl 9.6

QIHASZRE Oje I FAr D22 HREToHH TPFoHA, X
o| M=|d M= MHIAE Mol TES5= ME2 EQM R,
e o2 E 0 oIz 2R 225y Z2 2R A A
= HOA| Bt

RENOoE [EEE MBSO Z¥st N2 2 a4 HA
et oEs E9 H| [of [N opgo] g DAl HE
H. ° §% UDP= @Y METCl °rHG.
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aI5 9.7

EC =2

A AT ¥Ae DHYOR LikoMA AfEZ MSED Dot M
£3° 97T AHY HAE TYg MESACID WM MA|
N8| S= YoM £ Ut

. NFAHE AT B ASRS Y HI, MW H40 SAY
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(UDP)2 °|8%i°] MAE®, £ UDPE & 281 YWY &
NE IIg SAS 4 T $§ DRIl LUAIS MU
A3 o HEL ofF JS A FO Ho| ol rjzse)

-
FCNE DANSIA] XE RO,

. AJIO|Z(Skype)? L AAJ HTFH 382 ARBCID THFY
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mUDPE 32 2 9F MOIE oA B MEY 2%-88 SN2
278t TEMAY| KL,

mUDPE BE9| 38 ¥ 2F MO ¥ NN TEMAY XY
=)
UDPE ZEHAYE 9Bt NYS Mg TIEZO|,
UDPE SNMPS 22 2| Z2MASR 980 AREICY,
UDPE 39 ¥2 DREIRIP)M Lo ¥ YN ZRESQ
95t ABEICE

m UDP= EE #0 HAAISl G Aojo| Bizdol B2 AlS
(uneven delay)2 2IHZ £ 8= ¥IA&HM(interactive) MAlM
38° ArgE.
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» ME Mo Z=EZ(TCP, transmission
control protocol)2 AAEB-AF, LY ARE
D= ESO|0}

+ TCP= YUENF MHAZ NIFSH 2519 &

SOt 212 29, HelH 8§, 22 oM H
HE S=2{etH.
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J9o.41 TCP AHA

m TCPO CHsto] AtMistYl 2igstl Mo, 83852
TCPI Msot= MHASC| Lol SFoiHAL
|-Z2MA SN TEHTE AL

T=MASC

Z=MA M F

SIOMNA-O-I
DAEY M3 MHA 1 SN D AN HE, NIHE
SHOF N : SNl ¥y SN

SHFe JLiFe S04 Multiplexing, #08ARE

Demultiplexing
SOEANY MHIA - MESHM connectiond7
SMEYN A= MHIA - ack HIHYUE A8
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Sending Receiving
process process

Stream of bytes
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Sending Receiving
process process

Next
byte to
write

Received, but

Written, but not read

Sent not sent

Stream of bytes
Next byte et
toEg to receive
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18 9.22: TCP NIAYHE

Sending Receiving
process process

Next byte Next byte
to write to read

Received,
Written, but but not read
sl not sent Segment N Segment 1

Next byte > vee Next byte
to send D D D D D EE to recelve
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J9.42 TCP 5%

mOIE YN AZUH MHAB FFE Yo, TCPE o3 §
32 MND o, oML Y 298l L) ANE|
xel,

=
=

m e 59 AILH
D HIOE H3
S&M e
>32 5 HY
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g% 9.8

TCP 047:'0I 500080| E.2] ur%'% LY 7#"*
otet. & HWl HHO| E= 100012 H 7r-.-045|o1 I},
5|0 E17r 1000H}0] EA S 285} 5712 A 1T c =

HEECHH 24 MO EOﬂ ot =Mz = 2o el7p

Solution
ZEM|OAHEO| et =A|Hs = CtS 1 ZLCF.

r_>'L
+>
_?_F

Segment 1 Sequence Number:
Segment 2 Sequence Number:
Segment 3 Sequence Number:

Segment 4 Sequence Number:

Seoment 5 Sequence Number:
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Jo.43 MIME

mTCPE & H MMl 235t T TCP A AMIS
HFNEAL TCPANME TAS MIHE(segment)=tdl
OILt.
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12 9.23: TCP MIQHE & Al

| 20 t0 60 bytes

I‘ "

4—‘ Header Data a. Segment

1 31
Source port address Destination port address
16 bits 16 bits
Sequence number
32 bits
Acknowledgment number
32 bits
. U[AJP|R[STF ' i
HLEN Reserved RlCIsISIY! T Wmdovy size
4 bits 6 bits GIKIHITININ 16 bits
Checksum Urgent pointer
16 bits 16 bits

Options and padding
(up to 40 bytes)

b. Header
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JTCP AE(1)

m QA XE ZFA - 16 HE

O MIMES SMSte JAE YU $§ DRI EE WIS Foets LT
N EK‘IKI EE 16 |:||E

S NIMEE ANSHs TAES| Q= $8 D2 ZE HMIE Foois LC
m 2N He . 32 HE

O MIBE°] ERE N WA Ho|F Ho|Eo| TGE MDE YT, TCPE AEY M T

EEEE JHYZ 05T Y9N M= L HIOIE s HIT BYEIL, fMBRE 9
HOE &M2 ofL HO|ET} MIMESN N BiM| HO|EE 9|O3i=AIE SHA|9 AHEL,
A2 MFs= B¢ ¢ 52 1Y =1 &M HI(ISN, initial sequence number)E ¥4
S| f5fo] EE e MYTNE AMESH, U FFIAM HE OE Bt YYED.
m YOIZH B2 (acknowledgement number) : 32 HE
° MIMHES SMNAN OGE ZOozHE HIE 05 HIOE HIE FdiLy, MIHE M
ATt YUY ERE HOJE HY xE HFHOE fMIIAMH x+1° FOIZH HIT} EO.
m 9§ & : 4 HE
S TCP YIHE 4HIIE I:'°I°I &2 LEH A 35 U= 20°1M 60HCIET & &
on mzatNq of ™WEol 2 5(5 x 4 = 20)%M 15(15 X 4 = 60)M°2 &°l &,
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J TCP 3IH(2)

G)0|E SN HELZ 6

M°{(control) : 6 HIE

S o Y T2 Mol HE F= Z30 HE

2T A7 (window size) : 16 HE

o MOyl BtEAl SAIGCF o= HICIE HYQ AL 3ToItt, A ZLj 37Tt 65,536 Hf°l
EQ2 oOjgtt}, o] t2 HEF £4M T (rwnd)2 2A8° T £MA| 25N HFEC,

HAIg : 16HIE

> TCPE #ot HARY TH{t2 oM RoIM MTFME UDPL FLUSH MAE MELH,

2 24 UDP HI°oIHIH| A= HAMES Ea2 MEIAGOIAID TCPE %t HAME
gol|r}, LTt SN2 fWS= FAS AARICT} MOHES| RAPEI,

Jda AAA(urgent pointer) : 16HIE

o dg S 3(urgent flag) dk°l A0 HAS MO {2510 MIHET Jig HOHE XY
ol AZ W AMZECL

S MOMHEZQ Gojg REEOIN OAISt Mg HO|EQ| M3 (the number of the last urgent

byte)E o171 I5t% &MHZ2 &M urgent pointert EL3stH,

B =

J 2ttt

i
[}

ol

=S|

rlo

|4 = ol

.

S TCP 3HE= 40HCIEMA] &M JEHE ME 4 RAGL




18 9.8: 9 &=

URG | ACK | PSH | RST | SYN

6 bits >l
<

URG: Urgent pointer is valid

ACK: Acknowledgment is valid
PSH: Request for push

RST: Reset the connection

SYN: Synchronize sequence numbers
FIN: Terminate the connection
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712 9.9: TCP HIO|E{ &0 F7}1E 2| Als]

32-bit source IP address

32-bit destination IP address

Pseudoheader

8-bit protocol 16-bit TCP total length

Source port number Destination port number

Sequence number

Acknowledgment number
HLEN | Reserved | Control Window size

Header

Checksum Urgent pointer

Data and option

(Padding must be added to make
the data a multiple of 16 bits)

* A (checksum) Altt= ?I5H 2R TCP HIO[EH O =7t 2|ArS| 5
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m TCP= A3-ANTZ 0F Z=EEEN 2N SHA A0 1Y 8= 25

6|-I:|-

m o HAA] &%t 2E MIMESE of Y F2E 54N HEED,

m NN HANE Qoo B MY FEZE MESHE XS U2 (damaged)E Y
ANE(ost) T3S MHME P O[L|F BOISE TIMAES 5ot B,

m HGE AZPY Z=ESQ |P MHIASE AdSt= TCPF o9 ABAZYO
A| =9l Ho|C}

m TCP TS SFOA 1 HEZ TpyYojat= Folg TCP= 49 3°IM 5§
7(I-6|-E|-

m TCPE MIME
U ER R

I|J|I1

2 AR [ESH] 519 IP MHIAS AHESHAITE Qi E
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§9.4.4 TCP A1E: H&3(Encapsulation)

mTCP MIHEE 38 Z= 13 HITCIM B2 HI°IHE BeAdtL
mTCP MIHE= ipHOIH G E BaerH, g2 = Ho/H T3 W
52 SEl ekt
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2 9.26: M-2reF(Three-way) e E M| 0] A (handshaking)H 2 & ™

.
et Client transport Server transport Server
P Sab layer A: ACK flag layer process
| - S: SYN flag - I
E : e meene .
E | ' Connection |
: : : opened |
I : i >
A Y Y
Time Time Time Time
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P &&: HOH ME

-
O
-
™~
—
P,

of 75| M Y HIOE MEO| £ 2 AT,

m 21HO| AT o=
S2o|IE S NH = YYPOR HOIEIS SOIFHE B 4 ULt

m 52l(acknowledgment)lt FPt FFO = O|F 0= H[O|H T} STt M| IHE| T
SElb= A3 Ol Ao = F R0,

m 5212 BOE{S} BT I8 piggyback)EICt
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:13' 9.27: HIO|E| &

.
Client Client transport Server transport Server

process layer P: PSH flag A: ACK flag layer process

1] == [

Connection Termination

Time Time Time Time
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T 9.28: M-k HEH 0| D2 A8t HZE B = (connection termination)

Client
process

1
Client transport Server transport Server
layer A: ACK flag F: FIN flag layer process

J |

. Connection STt B
. Passive close |
| closed ;
R GEEEEEEEEEEE :
i Connection |
! closed :
-y T e e e e e e = - >"I
1 A "
Y Y CK Y Y
Time Time Time Time

G)0|E SN HELZ 6




18 9.27: 8-AZE H M (half-close)

@
Client Client transport Server transport Server
i layer A: ACK flag F: FIN flag layer process

e ]

Connection

: closed
e
: ~€—— Data segments from server to client
I Acknowledgment from client to server
Y
Time

G)0|E SN HELZ 6




j &2 =M (Connection Reset)

1% 29 A= TCPE A& 272 HESHHL, NE AES FHOHY,
FAISH (idle state)?l A= HE2 TEZ & RO

= O EE A2 RST(MET) Ed 1= £F2H.

G)0|E SN HELZ 6



J9.45 N Ho|E

m Qi 4, A 3B, 3D gojE M
m xm8| 9istel, TCPE 1
TU(FSM)E AEBITE
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& 9.14: AEl HO| & (state transition diagram)

—— (Client transition
------ » Server transition
——» (Client or server transition

RST

Close / FIN

Passive open / —

SYN/SYN + ACK

__________________________ LISTEN
| Send / SYN
Y

Time-out / Y

Active open / SYN

T

RST /- Close / —

\

i

ACK /-

Y

SYN/SYN + ACK
- > SYN-SENT

Simultaneous open SYN + Close or !

i ACK /- time-out |

_______________ >( ESTABLISHED  )<"CRIACK or RST/ — |

Close / FIN Data transfer ' ________ FIN / ACK |

»| CLOSING !

WAIT-1 J Simultaneous WAIT |

cllose Close / :

FIN + ACK/ACK  |ACK /- FIN | :

Three-way LAST :

handshake ACK E

[ FIN- ) FIN/ACK (" TIME- ] . ACK/-—
/=106 il MSL(maximum Segment Lifetime): the amount of time any

Time-out (2ZMSL)

G)0|E SN HELZ 6

B b
12,222 2 MEE

segment can exist in a network before being discarded; 30=,

75



H 9.2: TCPO| AHE{

State Description
CLOSED No connection exists
LISTEN Passive open received; waiting for SYN
SYN-SENT SYN sent; waiting for ACK
SYN-RCVD SYN+ACK sent; waiting for ACK
ESTABLISHED | Connection established; data transfer in progress

FIN-WAIT-1 First FIN sent; waiting for ACK

FIN-WAIT-2 ACK to first FIN received; waiting for second FIN
CLOSE-WAIT First FIN received, ACK sent; waiting for application to close
TIME-WAIT Second FIN received, ACK sent; waiting for 2MSL time-out
LAST-ACK Second FIN sent; waiting for ACK

CLOSING Both sides decided to close simultaneously

G0|EE M EYZ 6t




O 9.31: Bt HE S5 S 7t Ef Cjo]o] 1Y
(Transition diagram with half-close connection termination)

Start
Time-out / —
Active open / SYN
TIME-WAIT
TrIN/ACK {
FIN-WAIT-2 ) ( SYN-SENT '
A
ACK /-
FIN-WAIT-1 ' SYN + ACK /ACK
Start

Aclose / FIN ~
- (ESTABLISHED
Client States PR T OSED VR
! Passive open / — ACK / —

:
LISTEN LAST-ACK
1

A

]

' SYN/ SYN + ACK Close / FIN |
SYN-RCVD ( CLOSE-WAIT '

. A

' ACK /— FIN/ACK !

e >( ESTABLISHED )} - -- - - ----

Server States
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18 9.32: FHHE QI AL}E| 2 (common scenario) 2|
A|Zt= C}O| 0] = (time-line diagram)

e
Server .
Transport

layer Process

Transport

Process layer

.

Active

CLOSED

open
---------- >
E_<
E Z
%o
i NTACK
o ACK
=
2 9
E Data o
g Transfer 2 :
Active 2 = |Inform process
... Close & | and send data |
£ | in the queue
] ; FIN plus EOF
2 R, pay Bl >
sz AC .
se
<= Data Transfer |0 < ;
2 ks 5
z = Acknowled (=D o Passive :
= cknowledgmen i
MSL R E ¢ .. close
ma | T L
«---- W
@ Sl <= g
=y i
O
i Time-out
M v
Time Time
Client States Server States
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J9.3.6 TCPY ¥E

m TCPOINS] B[O|E FAT 82 Ho|, 2F Ho|, 131 2T A
ojep e BHE O MO M TCPOIM MEEE= o of
6“ AHTHH 1A} 6|-I:|-

m TCPE E1|°|E1 MS2 YIS I wEel eI 27e @
Do A0 QIE)E A MmN gy SN 9%
oI WOl

m SRS MO M2 Q) FAO| HYBH(SANERLE MHE
CERUEL N En L
C

B3 S0D DAY (piggybacking) 2

N T

%t

ot

"y o)

°|

L-O

ol

Jo 2
>t Tlo

/\
2 4

-

=
(o]
o

ojo oX
30

GJO|EEA T L ELZ gth




12! 9.33: TcP2| &4 2l (send window)

First

outstanding Next byte
byte to send Timer @

oo JA0G 1201 e =00 261 R0 501 s

Bytes that cannot be
Bytes that are acknowledged Outstanding bytes Bytes that can be sent sent until the right edge
(can be purged from buffer) | (sent but not acknowledged) (Usable window) moves to the right
Nl Nl Nl
y Send window size (advertised by the receiver) -
a. Send window
Left wall Right wall

’—) Closes Shrinks {_’_} Opens

oo 1300 201 e e 260 1200 [ TR00 0 e

b. Opening, closing, and shrinking send window
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12! 9.34: TcP2| =4 Rl & (receive window)

Next byte Next byte
to be pulled expected to
by the process be received

! LI

SSRACEEIN ) () I P11 XY TS T EC AT

Bytes received
and acknowledged, Bytes that can be
Bytes that have already waiting to be received from sender Bytes that cannot be
been pulled by the process U consumed by process . Receive window size (rwnd) | received from sender
p Allocated buffer .

a. Receive window and allocated buffer

Left wall Right wall

Opens
| Closes ‘ P

b. Opening and closing of receive window
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JO47 3E N

mO|T°| 2% ANt &1 SF MC(flow control)= YMAN
O|EE DIE= ST AHAN} HOIHE A3ole £k2 #4323

Qe Kol

mTCP= 28 MO 2F Mg +22H.

mo EM= 2F MI°IE FAIStd 2F MOl Mo 292tH. §
Mdp 201 TCP Aol 578*5._ =5 ME22 27T RHd e
ol
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8 9.35: POl M2l H|O|E S &1t S & M| 0f m| =44

—— Data flow
—) Flow control feedback

Sender Receiver
Application Producer Consumer Ap[l)llcatlon
layer ‘ | ‘ | ayer
Messages 1) 9 Flow control [3) Messages
are pushed feedback are pulled

Consumer Producer Transport

2]

Segments are pushed

Transport
layer

layer

Producer Consumer

Flow control feedback
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08 9.36: S5 Hofe] of

Note: We assume only unidirectional

communication from client to server.

Therefore, only one window at each
side is shown.

Client SYN Server
‘, seqNo: 100 rwnd = 800

\ 4

SYN + ACK 921 i
Size = 800 < seqNo: 1000 || A .
__________ . ackNo: 101 Receive window is set.
ACK

Send window is set. ackNo: 1001
Size = 800 6 rwnd: 2000

901 __ : — rwnd = 600

"""""" No: 101
'_ szl N .
Sender sends 200 bytes. O 1D 200 byes 101 901 :
ACK
_____ Size =600 e ?&1;1(\11?16881 @ 200 bytes received, window closes.
L 901 i
Bytes acknowledged, window closes.
Size = 600
SN ORI (T 0 S Data
seqNo: 301 N _
Sender sends 300 bytes. (6 Data: 300 bytes 4 rwnd =400
ACK +_[201 601 [1001_____
Size 400 < ?;ﬁﬁf’;ggl —@) 300 bytes received, 100 bytes consumed.

T 6ol 1001 ____ rwnd — 600
Window closes and opens. ACK L 401 1201

Size = 600 ackNo: 601 : )
___________ = S E_() 200 bytes consumed, window opens.

Window opens.
[ ]

A
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-

gt £ 8AHT rwnd di2 209 F& FL%E 8¢ M (send

window)2 SAE 4 AULL

m 5L} 28 A8 (Implementation)IM = $MT FAE 51 83IA| B

m 5, #MAE OFA|9E S A 2013 H (last and new ack)df, OFA|GF SI Af
rwnd gr(last and new receive window value) At°|9] Ct 2 HHE &

NBo] SIS SRS YRSOF Bict.

new ackNo + new rwnd >= last ackNo + last rwnd
GIOjE 4. LY EQZ 6th




0//177 9.9

13 9.372 BANYO] it 0|]E HOED,

8ol 3k OAY AVISHY rwnd US HOEC I b

SNZIN 20691N 214THAI2| HO|ER [ FOE MO

=0,

206~209HI0|EE RAIFEEAT MHEUC IFAB rwnd

T NES 20 42 HeET

3 210+44<206+127 EC:, 80 AL Z48 4 B

SYBICE ojn] MAE HOE 214 YT oJEo| ULt

AFNE HOIE 21085 HoIE 217 oI ool Hg

ol o XoIN 2 4 g MEo| goiy iget HYA

e ANZOIN 9IES| OEE Mg RN & NER P
T2 N QNS 9 ANEL SER HEE A=y

qTA TEag it Aol Baw
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712 9.37: 0| ™| 9.9

| Last advertised rwnd = 12 |

Last received

ackNo =206
a. The window after the last advertisement
New advertised
| rwnd =4 |
|_see 1205]206]207 208|209 210 211|212 213 [214]215 [216]217] 218; e

New received
ackNo =210

b. The window after the new advertisement; window has shrunk
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m = GO|§ AE2IS TCPE NUst= 24 DZae TopP1t NA|
ol FEHQ faolY 5 ROl

AEZI2 AMo| 20 287 Q10 ot BHEANO| AA
NTiHO| A= S& ZZIHOH ML M= HE 2DO|oiL

mTCPE 27 HM9E ©|8359 NMEYZ R|FBICL

m 2R NOoE= Z&E MIHEQ XA I MHE, &AM MIHEQ A
Mg, 2AE MIHEN} EAS| MTA] 2M1F QA gi= MM
EE NBoI1 F8 MIMHES LA 3 HIE I8t HHYES X
SIOLCY,

mTCPAAMS 2F Mol QtHS M| 1(A] =491 HAE, SQISH
(acknowledgment) 32|10 EfotR(timeout) 52 T £¥EM.
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J671A 2ENIO| 7N

B Rulel:FH AT S BE HOIE MIHES HRA T £AUT LS MNHALHRS
M&ol= 522 X&(piggyback)oliOf BtH. ©| A2 2D MIHE 23 £
EdTs 21,

B Rule2: £MANT HE GO[E 1} A0l &ML= (in-order) M IHE (8L
_expected A HY ETHE LML, O M| IHET} ojO| 2013 H
(ACKed)E 8¢ fLANE T2 MIIHEN} TASH IMA] = 474 1| JH QL HHA
O 2 500ms)°| A|SMTA] T|CH2ICt &, £MAN= O[S HE 2/ M| IHET} 5t
OF AE §F ACKMIHE MG A% OF Bt O] A2 ACK MOMHE 2B
=01
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J671A 2ENIO| 7N

B Rule3: RNR} Y ABA T2 NIHET EAST 0| ANDIE EAHE M
DT SOISIN 2 B ANAHE A Ak NIHES BT Ty 2o, 2
NCHE TALDH O|Sol MIHEL Bt Bof 2] 0|4 AN O HIT} O ¥ HESS

o RS Lo 4 Y= NIMES| BT HHSE YA,

B Ruled: NIHETHOIYEC 52 AMO| UR| i MO E EAIE AR FA O
S oYY (2718 2otE) NIBIES] 2N MITE 2= Ack NIMIEE BHTE o1
=2 N IMES| #2 ATS O 2 o|ofRITt

B Rule5: T5& M IHET ZASHH #8110 = AcK ’\1I'I ES 3% A== Ha
NEL HR S UL OIH2 FEE MAHET 2N RASS UMY 2= = A
°[E.

B Rule6: 35 M1HET ZASHH £LAUA = M IHEES I5'1EI7‘I'JF A== HE &
MIHES HEU = ARASE(ACK)S FN EHN. O A2 ACK MIIHE AN} &4
= [ 28°%= EME el Z2tH.
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12 9.38: TcP 4 =0| THESHEl Fsm

Time-out occurred.

Resend the first
segment in the queue.
Reset the timer.

A chunk of bytes is accepted
from the process.

Make a segment (seqNo = S,).
Store a copy of the segment in
the queue and send it.

If it 1s the first segment in the

Note:

All calculations are in
modulo 232,

queue, start the timer.
Set S, =S, + data length.

Start

Window full? H
- Time-out occurred.

A corrupted

N
>

[false]

[true]

Resend the segment
in front of the queue.
Reset the timer.

: Ready : Blocking A corrupted
ACK arrived. - : ACK arrived.
An error-free ACK arrived
A duplicate ACK arrived. that acknowledges the segment A duplicate ACK arrived.

Set dupNo = dupNo + 1.

If (dupNo = 3) resend the

segment in front of the

queue, restart the timer, and

set dupNo = 0.

G)0|E SN HELZ 6

in front of the queue.

Set dupNo = dupNo + 1.

Slide the window (S = ackNo) If (dupNo = 3) resend the

and adjust window size.

queue.
If any segment is left in the
queug, restart the timer.

Remove the segment from the

segment in front of the
queue, restart the timer,
and set dupNo = 0.



2 9.39: Tep =AM =2| Th=2lEl Fsm

An expected error-free segment arrived.

Buffer the message.
Note: R, =R, + data length.
: : If the ACK-delaying timer is running,
All calculations are in he ti d send dlative ACK
dulo 2°2 stop t e timer and send a cum .atIVE? :
mo i Otherwise, start the ACK-delaying timer.
Start

A request for delivery of l
k bytes of data from ACK-delaying timer expired.
process came. I Send the delayed ACK.
Deliver the data.

Slide the window and

adjust window size. An error-free, but out-of

order segment arrived.

Store the segment if not duplicate.
Send an ACK with ackNo equal

to the sequence number of expected
segment (duplicate ACK).

An error-free duplicate segment E
or an error-free segment with -
sequence number outside 'Q
window arrived.

A corrupted segment arrived.

Discard the segment.

Send an ACK with ackNo equal

to the sequence number of expected
segment (duplicate ACK).

Discard the segment.
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Client Server
o Rulell) fSeq: 1201-1400
Ack: 4001
_ Seq: 4001-5000 Rule 1
Start @<------- —¥= Ack: 1401
o 500 ms
B Rule 2
S : .
g g | Mmoot @ A 3001 Seq: 5001-6000] | Rule 1
T Start @< -- - - - - —=  Ack: 1401
< < 500 ms =) S 60017000 Rule 1
Ack: 1401
. Stop Rule 3. Ack: 7001 2
Time Time

G)0|E SN HELZ 6




J C lient Server he Receiver
RTO . Seq: 501-600 buffer
Start Ack: x B e M |
Seq: 601-700 Rule 3
| Ack:x => Ack: 701 f—=—{<----~- HE |
Stop Seq: 701-800
Start @------ Ack: x am [0t
Seq: 801-900 Rule 4
Ack: x => TAak 70—« T ] | [ ]
Resent Out of order
. Rule 5
Time-out/restart (B) - - - -» Seq: 701- 800 - Ack: 901=—=<¢"""""- HEREE
M
Stop(D(----;r v
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712! 9.42: WFE XY T & (fast retransmission)

(3, Client Server T
Receiver
RTO timer Seq: 101—200 buffer
Start @ Ack: x > [ |
Seq: 201-300
Stop(®  Original Ack: x I Ack: 301 Ll |
P fgin Seq: 301-400
Start @ Ack: x —=—
Seq: 401-500 .Lost
. Ack: x Ack: 301 11T H |
First &—
duplicate Seq: 501-600
_ Ack: x [TTTTI |
Second ¢
duplicate Seq: 601-700
Third s [T EE |
duplicate
Restart Fast Seq}:\3l(:.1—400
retransmission ck: x LI
Stop All in order
Time Tlme
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2 9.43: =01 ST & 4l (lost acknowledgment)

A\ Client Server

Seq: 501-600
Ack: x
Seq: 601-700
Ack: x
Seq: 701-800
Ack: x
Seq: 801-900

TAck: 901
| Ack:x —={Ack: 01—
Stop(® T )

Time Time

Ack: 701

Lost

b4 o4y
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2 9.44: JJAHEE jXLsto 2N nHE|= 2 Al Sl0I2EH
(Lost acknowledgment corrected by sending a segment)

& Client
RTO Seq: 501-600
Start @ <- - Ack: x —)—
Seq: 601-700
Ack: X ' yAck: 701
Lost
Restart @ ----> Seq: 501-600
Ack: x ng &=Ack: 701 —1<----
Stop (W<~ - -- L
\ 4 Resent

Time

G)0|E SN HELZ 6
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Time



§9.49 TCP ZH N

m 2% AL ¢ (Congestion Window)
2 Actual window size = minimum (rwnd, cwnd)
mTCPe Z& HMCIE %I HE T™
S L8 ANA(slow start): A4 S Th(exponential increase)
S Z& 2|0 (congestion avoidance): Tt 3 t(additive increase)
o 2 3= (fast recovery)

G)0|E SN HELZ 6




Time Time

RTT: Round Trip Time
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| I
cwnd

1+2

cwnd

1+3

cwnd
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| SRAC] 3N N

m TCP2| M| IR E7 FMo| ) =Tt O|F| 2| 0|23t 1 Aol
NS A T2t TPt Bt AOIA CH2 A0 2 0|53t mjojt, o]y

St A2 =5t /A%l Tcp2] Ml 1A {9l Taho TCP, Reno TCP &
New Reno TCPS & 119}||f SILC},

> Taho TCP

> Reno TCP

> New Reno TCP
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a/5 9.10

18l 948 Taho TCPOIAS] 2F H|0|& HHELL TCPE
OIO|E| M&Z A|&HSI1, ssthresh HE+-E 16MSSE ™ SHC}
TCPE= cwnd 10| A =8l =SS, slow-start)2 P“P_H:f.
2 A= 7|5t aHo 2 S71oHX| Tt Ef o222 M| H
Rl RTT(YAIX| =E '5f7| Jc"01|) 20 2 otC},

TCP= HIE Ao 2%&0| QCtn 7PPdotCt SA| ME22
ssthresh& 4MSS(°=|IH 82 MH™E cwndle| Hh=z MHsl
CI2 cwnd=12 AAE MELS SUS A|ESICY

22 7|olasrHoE ME d% E._I %l7-‘||75|77f1| S7IoHA
=|C}
= I 2|I](CA: Congestion Avoidance) &Ej 2
Holn, 2 2l = FI7X (additive) 22 cwnd=12MSSO||
c 2 ujntx| F7ketct.

* MSS: maximum segment size
* ssthresh: slow start threshold
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a7 9.10 (A=)

=7t 3712 S5 E Ack7t =&totn, EECHE 2%
O| Al EICE TCP= ssthresh 2f = HIQl e6MmSSE = 0|
o, =2l A& 2FE| 7} EICE
cwnd?l| X| =X 7= Al EICEH RTT 152 20 cwnd
37|°| A7|= 40|C} 470 MIOAHEE HL|j 1 @ X
= ACKE B2 50f 215 3 7|7} ssthresh(6)0] = =3t
TcP= 274 2|1O] &Ejof| S 017t}
HZAO| rRTT 205 #FO{ & U7} X| G|o|f
2| (ca) &EHOf| A Al EICE.

o =
2 =%

Ok
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T12! 24.31: Taho TCP2| FSM

time-out or 3 dupACKs

ssthresh =cwnd / 2
cwnd =1

None

ssthresh = ...
cwnd =1

cwnd >ssthresh
None

Start Congestion

avoidance
time-out or 3 dupACKs

ssthresh = cwnd / 2
cwnd =1

ACK arrived
ca\;zlnd = c\;/arriivi 1 an ACK arrived

cwnd = cwnd + (1 / cwnd)

| Y

% 1/cwnd portion of MSS

G0|EE M EYZ 6t



12! 9.48: Taho TCPS| 0

cwnd Events
(in MSS) 3dupACKs: three duplicate ACKs arrived
A Time-out: time-out occurred

Th: ssthresh > cwnd

16 IIFIIIIII I
ssthresh (16)
14

3dupACKs Legend
12 (o ACK(s) arrival

O Begin of slow start

10

|:| Congestion detection

= ss Threshold level

SS: Slow start
CA: Congestion avoidance)

08

06

04 .

02

00 » RTTs

012345678 910111213141516171819 20
|( SS +SS+ CA | SS | CA |
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T12! 9.49: Reno TCP2| FSM

time-out
ssthresh = cwnd / 2
cwnd =1

None

ssthresh = ...

cwnd = 1

Note: Unit of cwnd is MSS

cwnd > ssthresh
None

Start

an ACK arrived

cwnd = cwnd + 1

time-out

time-out
ssthresh =cwnd / 2
cwnd =1

A new ACK arrived

3 dupACKs

ssthresh = cwnd / 2
cwnd = ssthresh + 3

cwnd =1

ssthresh = cwnd / 2

cwnd = ssthresh

Fast
recovery

a dupACK arrived

cwnd = cwnd + 1

0| E4 Tt L EQZ et

Congestion
avoldance

an ACK arrived
cwnd = cwnd + (1/ cwnd)

3 dupACKs

ssthresh =cwnd / 2
cwnd = ssthresh + 3




0//177 9.11

a2 950 18 9482 &2 e*%% HoF=1 %'J(IDJ

TCPO|| 2toh LH-2O|LC}, 37H9| == =0

ol o thlsar RTT 1377HX| S YS Ef

11 &7t Reno TCPE ssthresh& 6MSS(Taho TCPEA'I <

ot ZHE2 Z4ASHX|8E A cwnd S TMSSOHAMO| &2 2

(ssthresh+3=9MSS)S. 2 A ™ SIC}

Reno TCP= W2 3|8 MEfZ FSSICH =T1H O 2 27| 9
& ACKZt RTT 157HK| &80 cwnd?t X|+=M o 2 T 7t

?_“:f_' 785t QUL

O &7t Ao E MOHES| =4= Le[7] ol MEZ

ACK(BS=E[X| 2)7l =&BICE Reno TCP= 2% 20| 4

Ef 2 N=2I5tA =IC

SHX|OF A HFH 2 B2 3|2 (fast recovery) HEHE A5t

= Xt OIEE O|M EEHO 2 CIA| O|=ot= Zd1af &40| 6MSS

2 = OQIC}

—_—
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“12! 9.50: Reno TCP2| Of| H|

cwnd Events
(in MSS) 3dupACKs: three duplicate ACKs arrived
0 Timeout: time-out occured
Th: ssthresh > cwnd Legend
16 EEEENEER T . H 4 .
ssthresh (16) new ACK: arrival of new ACK e ACK(s) arrival
14 O Begin of slow start
3dupACKs | new _ .
12 [ ] Congestion detection
==» Threshold level
10 . SS: Slow start
Time-out i :
08 CA: Congestion avoidance
FR: Fast recovery
\ J
06
04
ssthresh (
02
00 » RTTs

01 2345678 9I101I121314151617 181920
S CA FR | CA |

A

li Nl
|" ’l‘ Led I
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& 9.51: 7k S 7Hadditive increase), X| 3 22 (multiplicative decrease)

cwnd
(in MSS)
A
12
10
08 Legend
& m—— A dditive increase
06 = = = == Multiplicative decrease
® Transition point
04
02
00 » RTTs

0123456728 910111213141516171819 20
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B TCP A= (Throughput)

B 287 (congestion window) &2 HIO 2 5= TCp A2|T2
cwnd THRTTE A4 840 §¢ il &2 & UL

m O] B AAPI Y2 MEF2 MEF = cwnd / RTT ©O[E.

Throughput = (0.75) Wmax / RTT

* Wmaxe ZfAIY ¥ window3 ||,
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0179.12

. QteF 12 9512F 20| MSS=10KBO| 11,

oS HEYZ 6t




§9.4.10 TCP Eto|H

mTCPY F&2 =Z8H £33 #Aot9 HEE TCP #8¥2
ok 412 E°l, & TS (retransmission), A5
(persistence), HL=°IE (keepalive), AlX-TICH(TIME-WAIT)
2 °|&an.

2 MAME E°IM(Retransmission timer) : Retransmission time-out 2%

2 Persistence timer : deadlockYEIE &5 sl AtE; probe MM
E A

2 Keepalive timer : long idle connect2 HAISH ol At (BT 2A
)

2 Time-wait timer : M3MHET HEQIY EAist= AIH30ZE, 18, 2
2 3 o= ME

G)0|E SN HELZ 6




JRTT

m Round Trip Time(RTT)
S MME time-out(RTO)Z HIMSHT %, MA round-trip time(RTT)2
HO
S Measured RTT (RTTy) : MOHENSZ SOISE(ACK) £LAMA HIE
ALt
S Smoothed RTT (RTTs) : Weighted average of RTT,, and

previous RTTg
Original - No Value
After first measurement <> RTTg = RTTy
After any other measurement > RTTg = (1- o) RTTg + o - RTTy

*value of o is implementation-dependent, but it is normally set to 1/8
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JRTT

m RTT Deviation (RTTp)
< Original -> No Value
<> After first measurement - RTT, = RTTy/2

< After any other measurement
> RTTp, = (1- B) RTT, + B - | RTTg— RTTy |

- The value of B is also implementation dependent, but is it is
usually is sent to Y.

m Retransmission Timeout(RTO)
Original - Initial Value
After any measurement > RTO = RTTg + 4 RTT,
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SYN M| 1HETI H&E o= RTTy, RTTs, RTTp &4

SEEA| =0 RTOS| (2 (27[4¢2l) 6.0022 4

Lt a2 4 Hal as E0EL.

RTO =6

oXrjo+r
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017)9.13 (A=)

2. SYN+ACK M| 1THE I} =2k} RTT,, 0] ZAHE|H 1.5

20| Zr2 J1AIC} L2 Zt HAEQ| ZH2 HO 2L}
RTT,; =1.5
RTTy =15

RTTp =(1.5)/2 =0.75
RTO =15 +4 x0.75 =4.5

G0|EE M EYZ 6t




X 9.13 (7<)
3.

- A OB MIIHET} WS 0 MRS RTT 20| AIXE
O SAIZ7F ACK M IHE S 248 miofl= RTT 23S o}l o
S} PSR ACK I IHES SAHSES AH|6HA| OH &

oF EfYOLR EfO|H = 2Y =[] 27| Ui=O|C}.

- 0]0] 40| 21t S0[7| mfZ0f| &= HA H|O|E{ N|—LHEO0]| CHoH
NE RTT S= oHA| Z=C.

- ACK N|AHEZ E&6HH RTTyE A4St HIE ACK M| OAHE
O| £210]| 2709 NITIHE S =26 A =Rl SESHA|T, O] A1
E7t E25rH A MR N IHEO| CHet RTTy ats AlLrertt. 4
Hy=9| 42 L2t 20| Al CHElt.

RTTy = 2.5
RTTg =7/8 X1.5 + (1/8) X 2.5 = 1.625

RTTy, = 3/4 (7.5) + (1/4) x [1.625 — 2.5| = 0.78
RTO =1.625+4x0.78=4.74
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712! 9.52: Of|A| 9.13

D Sender Receiver D

RTTy =  RITg= N S
RIT, =  RTO=6.00 €q: 1400 Ack: jmmpp—
1.50's
: SYN + ACK :
RTTy =15 RTTg=1.50 i <={Scq: 4000 Ack: 1401}
RTTp =075 RTO = 4.50 > T AOK =L s
—{Seq: 1400 Ack: 4001 jempp—
P Data
3 ElSeq: 1401 Ack: 4001' I
| Data
2505 | i[Seq:T50T Ack: 4001
RTTy, =250 RTTg= 1625 ACK
M~ 4 s— L. | - 4000 Ack: 1601 =
RTTp=0.78 RTO =4.74 " Ty @={5¢q v
Time : Time
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a|5 9.14

13 9.530[A= & WA BHKC = NIHETL A

HEE[NAM 7= (Karn) E2122|5+0] 48 0| 2]
=L

O] 1ZHUM A M N AHE= & =5 &AL
RTO EtO|H= 4.742 0|=0f Tr=EICt N 1HE= A
HASE|LT, RTO EfO|H= ¥4 RTO 42| &= 12l 9.48
=22 Yt

A2 23071 2457 | 40| ACKE LIotRALE M=ZER
RTO &l= Alctot7| floiA= M A IHES HEst

ACKE sl 0|7t A| 7|C2{OF oLt

* TCP= M=& RTOE HMZ M ATEE MIHES RTTE L&A Bt
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712 9.52: 0| X 9.14

Data
RTT,;=2.50 RTT4=1.625 OStart . [Seq 1601 Ack-300]
RTT,=0.78 RTO =4.74 i |__Data: 1601-1700
Values from previous example . Data Lost
)Tll}l_e:f_)lft_ { [Seq: 1601 Ack: 4001
RTO=2x474=948 | Data: 1601-1700 —
Exponential Backoff of RTO [ Resent :
<, :
” s ACK 5
RTO =2 x 4.74=9.48 ®§t_0_p_ L ~={Seq: 4000 Ack: 1701}+
No change, Karn's algorithm Data :
Start  { [Seq: 1701 Ack: 400]
i | _Data: 1701-1800
S| i
RITy=400RTTs =192 4 4 . i _ @={Scq: 4000 Ack: 1801}
RTT = 1.105 RTO = 6.34 Stop H
New values based on new RTT)y, Time Time
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Jo.411 &N

m TCP S[Col= MO 40HIO|EQ] &N FE U2 4 U

mOS SN FEES SHAY B} YHE NLAHY E= O
= oMo FAS UF %ol AgED,

O SN2 02 NZE 9o M WAO|EC| EpED

G)0|E SN HELZ 6




9.5 SCTP

e AEEIFHHAMESETEES (SCTP stream
control transmission protocol) HE|O|C]0f
sH=folSHE2E2ESS TS
Sl uorel TcP2| e F HES Aol 4
A= 22 M55 Z2ES0|LC},
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J9.51 SCTP AH|A

m SCTP 521 o3ty 21gstT| Mol SCTPOl 2o $8% Z2A
Aoy MBEE MHASO| Cjsto] MBI

m ZSNA-G-TSNA S

m 15 AEH

m ZEIZY

m oI35

m NG AH|A

Y U= MHA
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g 9.54: CkEs A E Bl(Multiple Streams)2| 71

Sending Receiving
process process
—) Stream of data chunks ) ——
.
o
Str f data chunk —
scrp U E— SCTP

m 5 AERIMH|A! Association0|2} REM, 2AERIE 197 EE2YU
ElC2t= ClE 2E8SO0| HI0|EE X&e 5+ U= MU|LE 2|0]
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12 9.55: HE[Z Y (multihoming) 7H 'E

Client

Internet

ARIS} S 2K CHS IPFRAE 23 = FAOICH 3 Z27} &
[C{2}E CHE QIE{HI0|AE CHE GIOJE] M&S Ysh ALRE 4= 2.

Ol

G)0|E SN HELZ 6



J9.5.2 SCTP 5%

mSCTPE YHIAQI EF2 AN ANEL TCP2 E4
H| w1} H A},
STransmission Sequence Number (TSN)
SStream Identifier (SI)

SStream Sequence Number (SSN)
« 1t AEHO HIof FIAE EA

mSCTPOIN H°IE Hfl= HI°IH §3(Data Chunk)°lH.
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72! 9.56: TcP M| 1HEQ} scTp I 7l H| 1

Source port address Destination port address

£
2 Sequence number

) Acknowledgment number

o

8 E- Control flags Window size
S

= Checksum Urgent pointer
3 :

m Options

g Data bytes

=

-

A segment in TCP

Source port address Destination port address

Verification tag
Checksum

Control chunks

Data chunks

A packet in SCTP
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g 9.57: 1i7l HO|E| M3, AE

=
=

Fourth packet Third packet Second packet First packet
Header Header Header Header
Control chunks Control chunks Control chunks Control chunks

TSN: 110 TSN: 107 TSN: 104 TSN: 101
SI: 2 SSN: 2 ~ SI: I  SSN:2 lﬁ SI: 0 SSN:3 E SI: 0 SSN: 0
TSN: 111 = TSN: 108 = TSN: 105 = TSN: 102
SI:2 SSN:3|v S SI:2  SSN:0| 2 S:1 SSN:0| £ S0 SSN: 1
7 TSN: 109 7 TSN: 106 7 TSN: 103
SI: 2 SSN: 1 SI: 1  SSN: 1 SI: 0 SSN:2
>

Flow of packets from sender to receiver
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J9.5.3 I ¥A

m SCTP D2 T4 Y=o Uut gCje YAZ 2= 22 I
_Q '|t7(||:..

|1§l

mF3°U= Mol 39 BojE H3 £ WA FET AL,
TR At B3 Aol 33 5 2
o)

m 18 9.58c 2HAHQI SCTP mAS| FAZ HAFd K.
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& 9.58 : scTp I 21 H 4]

General header
(12 bytes)

Chunk 1
(variable length)

Chunk N
(variable length)
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8l 9.59; HE§|H

Source port address Destination port address
16 bits 16 bits
Verification tag
32 bits
Checksum
32 bits

m Verification tag: £7 association0f ZI{Zl0| £33 =0l &

o AdGH

association ID2| 9atS 43l

m Checksum: CRC-32 Al
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02 9.60: 8392 35 A
0 8 16 31
Type Flag Length
Chunk Information
(multiple of 4 bytes)

m MO §& E= AEA HIOH= 83z 2PtElfh 3= 28 9601 €0 &
0|0FR S ZHA| L RIEE M& M EE= 2= 30| SS0|th 2 2E
H3 70| M2t Ct20h fd EE= 20 256712 €3 7S do™
UG HELE XX 2lel A2 20| S4fotCt. LHHX|= &= AFES
Ol =[O UL,

St % rr ofm
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H 93. X3

Description

DATA

User data

INIT

Sets up an association

INIT ACK

Acknowledges INIT chunk

SACK

Selective acknowledgment

HEARTBEAT

Probes the peer for liveliness

HEARTBEAT ACK

Acknowledges HEARTBEAT chunk

ABORT

Aborts an association

SHUTDOWN

Terminates an association

SHUTDOWN ACK

Acknowledges SHUTDOWN chunk

Noll ool LN N N RU, N BRSNS RUS B N N Bl e

ERROR

Reports errors without shutting down

COOKIE ECHO

Third packet in association establishment

U R u—
—_ O

COOKIE ACK

Acknowledges COOKIE ECHO chunk

[E—
B~

SHUTDOWN COMPLETE

Third packet in association termination

FORWARD TSN

G)0|E SN HELZ 6
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§9.5.4 SCTP E&(Association)
m SCTP= TCPME Y1EAY ZzEZo|H.

m 2L} SCTPANE HEZYZ TZXST 510 2Y
(association)®|=t! ot}

m BY AN
m §I°I NS
> MEIZY GOl g, WEAEY Mg, HHY

mi% 3=
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2 9.61: |-2rek sl =4 0| Z (Four-way Handshaking)

Active o Init tag: 1200  rwnd: 1000 PR

open

INIT

VT:0

Init TSN: 100

INIT ACK

VT:1200

<= Tnit TSN: 1700

COOKIE ECHO

Init tag: 5000 rwnd: 2000

Cookie

VT:5000

-

Cookie

COOKIE ACK

G)0|E SN HELZ 6

VT:1200




T2 9.62 : 28 & & (Association Termination)

. SHUTD .
Active UTDOWN VT: x
close & TSN ——
SHUTDOWN ACK VT:y Passive
close
SHUTDOWN
COMPLETE VT:x
-
Time v v Time
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Jo.55 38 N

m SCTPAIM® & M (flow control)= TCP& RAISIH.
m TCPeIM= otH2 HI°lH HRl, |

5 HOIEE H=O%F AN,
m SCTPAIM= 2103 HI°IH HAL HOIES F3AZ HFA%

. rwnd? cwnd® di2 HC[EZ EPSIL TSN SH2SE
F3IAE HEHBPICL

mEH2 2951 5101 AEFHOA: FAC R A WFS Bt
. HEQA E2 ZFOl Sd 27 | I

2
i

rlo
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T2 9.63: S8 N0, +=417]| AIO|E

winSize To process
I I I
Received > 26(|25((24]123] (22
Recelving queue ) 26 cumTSN
1000 | winSize
20 lastACK

m T=MF0|= StLte| (7| E)et M 712l E-’FW ICH A ZE M0 A
OPSl Al A2 A=l MOl H3AE ERtCE A HR| Ha= OX|EI o 2
2=AME TSNO! cumTSNE E_ L} & HEY EI#E A8 7Sl B 37(2
WlnS|zeE HQSICH M HRE B OFX| S =™ 3OS EHOI [astACKS

T 1 = o
HRotct 38 9.632 =4IXI AIO|EQ| C{7| €1t H=-E H O FLY.
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8 9.64: 5 M 0], SL17| AO|E

From process Outstanding chunks
| |
\—> 42/141(401139||38| (37| |36/ 35| (30| |29| |28|[27| |26| | —> To send
. A
Sending queue 37 curTSN
2000 rwnd

700 inTransit

m X = St IO 7| )b Ml 7Hel B ==(curTSN, rwnd &
inTransit)& 7tX| 12 UCHAE 9.64 &X). Zt 39| ZO|7} 100HI0|E
2t 7HE oL
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J956 28 N

m SCTP= TCPANE D=y e NS
m S0 £ B MNEE HioSHT 9519 SACK
(Selective ACK) §3E A&%iLCt,

m L 78 FEAMs FUN SUT ACIEE #I% M= HE
FHI2 AE[E2t EO|HFZ ARSI,
m {52 ©EOH 519 qtHT HARIS ARS B,

3 T2EFO|C}
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8 9.65: 27 MOf, +=417] AO|E

y T
Receiving queue O Process
S S J
Received > 34| [33([32[31]! ! 28|27 (26|} ! 1[23][22[21
L T L !
| ) | —
22 26, 28 23 | cumTSN
31 31,34 1000 | winSize
: . 20 | lastACK
Duplicate OutOfOrder
SACK chunk
Type: 3 Flag: 0 Length: 32

Cumulative TSN: 23
Advertised receiver window credit: 1000
Number of gap ACK blocks: 2 Number of duplicates: 2
Gap ACK block #1 start: 3 Gap ACK block #1 end: 5
Gap ACK block #2 start: 8 Gap ACK block #2 end: 11
Duplicate TSN: 22
Duplicate TSN: 31

relative to
cumTSN

Numbers are |:
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O 9.66 : 2F MO], 47| AO|E
From process Outstanding chunks
| |
|—> 40| (39| (38| |37| |36 (35 XX 25|124| [23|| —> To send
Sending queue 1 37 curTSN
2000 rwnd
1400 inTransit
Add when timer
expires or three SACKs > 22| (21| —> To send
received. —
Retransmission
queue
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=
rot
.|

Ob
>

>
2
;
Hu
Ho
=nE

7121 9.67: SACK HAE £

Outstanding
From process | chunks |
|—> 420141 40‘ 39(138| |37| |36||35 30‘ 29/ —> To send

Sending queue T 37 curTSN
1000 | rwnd
400 inTransit

Add when timer
expires or three SACKSs > 25|24 —> To send
received. —
Retransmission

queue
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